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The NIST Cybersecurity Framework

#CyberSat17

Table 2: Function and Category Unique Identifiers Category ity w1/ R{UFmmive Reftrences
restoration of systems or asscts *  NIST SP B00-53 Rev. 4 CP-10, IR, IR-8
Function (.‘ategm'v affected by cybersecurity events.
: g Shas - «  COBIT 5§ BAIOS.07
Unique Function Unique Catego Improvements (RC.IM): | RC.IM-1: Recovery plans incorporate ISA 62443-2-1:2009 4.43.4
Recovery planning and processes | |essons learned el i

NIST SP RIML.83 Rov 4 ("P.7 IR.4 IR.R

v irnmrnyed b incormersting

Identifier Identifier Critical

Functlon Category Subcategory Informative References
ID.AM Asset Management H
<~ g S e c u r I ty Response Planning (RS.RP):
Response processes and
ID.BE USIESS ENVIronmen procedures are executed and RS.RP-1: Response plan is executed a0
maintained, to ensure timely during or after an event T C 27001:2013 A.16.1.5
i ID.GV Governance CO nt ro I S to detected NIET €D 900181 Bav 4 003 010, [R-4, IR-
Identlfy Function Category Subcategory Informative References
IDRA Risk Assessment d to detect potenti i NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-
events 20 - —
ID.RM Risk Management Strategy ISA 62443-3-3:2013 SR 6.2 R
DE.CM-3: Personnel activity is monitored [« ISOVIEC 27001:2013 A.12.4.1 ' =
ID.SC Supply Chain Risk Management R — R L AU,
Function Category Subcategory efere ] —}.12
PR.AC Access Control RS
I
PRAT Awareness and Training Table 3: Framework Core
PR.DS Data S i 7,CP-2, IR-
2 ata Securt
Protect ty 4923,
£ 5 « CCSCSC1
PR.IP Information Protection Processes and Procedures s Ry s |, | IR-8
£ : - - 5
: ID.AM-1: Physical devices and systems *  ISA62443-2-1:2009 423 4 =
PR MA Maintenance within the organization are inventoried »  ISA 62443.3.3:2013 SR 7.8
1
- «  ISOAIEC 27001:2013 A 811, AB12 s
PR.PT Protective Technology Sy i \-4, SA-
K mpe——— —ns7,
DE.AE Anomalies and Events < Cescece M3,
5 - BAID9.02, BAID9.05
= = 2 = ID.AM-2: Software platforms and B =
Detect DE.CM Secuﬂry Continuous Momt011ng applications within the organization are il 243,
inventoried
= - ISOAEC 27001:2013 AB 1.1, A8.12 7, IR-4, IR-
DE.DP Detection Processes Asset Management (ID.AM): — — LR
The data. personnel. devi - =
RS.RP Response Planning oyl neaiile sF CCS Eocl  —
the organization to achieve - ”
- E business purposes are identified » i A
RS.CO Communications and managed Consistent with their | [D;AM:3: Organizaional communication
relative importance o business = k ppe
Respond RS.AN Analysis objectives and the organization's
risk strategy.
RS.MI Ml[lgﬂtl()ﬂ ID.AM-4: External information systems
are catalogued - - S 0.05
RS.IM Improvements +  NIST SP 800-53 Rev. 4 AC-20, SA-9
. ID.AMLS: Resources (e.g., hardware, +  COBIT 5 APO03.03, APO03.04, BAI09.02
RC.RP RBCOVEIY Plaumng devices, data, time, and software) are *  ISA 62443.2-1:2009 4236
prioritized based on their classification, e ISOVIEC 27001:2013 A.8.2.1
Recover RC.IM Improvements criticality, and tmsiness vale +  NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14
IDLAM-6: Cybersecurity roles and «  COBIT 5 APOOL.02, DSS06.03
RC.CO Communications :r‘ef_sp:\nsﬂjllmels rlor.rtlw eJ(lLLl: \\'omlc_»me and | ISA 62443-2-1:3009 4.3.2.3.3 I So 2 700 1
customers, partners) are established +  ISO/MEC 27001:2013 A6.1.1
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Figure 1 - Segment Analysis Process
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television broadcasting facilities in the United “ Ecosystem
States, sending broadcasts through the airto a

frequency network of transmitters. and Barriers To Responsibilities
CABLE Implementation And
The cable industry is composed of approximately Collaboration
7,791 cable systems that offer analog and digital .

video programming services, digital telephone “

service, and high-speed Internet access service.
WIRELESS

Wireless technology consists of cellular phone, Small'and

paging, personal communications services, “ Me‘_j'um
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WIRELINE : —

Over 1,000 companies offer wireline, facilities- _. p

based communications services in the United “
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Satellite communications systems deliver Vectors
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communications, transmitting data from one

point on the Earth to another.
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9.3 Satellite Segment
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Figure 2-2: Communications Sector Architecture Model
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BROADCASTING
There are more than 14,000 radio and 1,700 //

television broadcasting facilities in the United “:
States, sending broadcasts through the airto a '
frequency network of transmitters.

CABLE

The cable industry is composed of approximately
7,791 cable systems that offer analog and digital

!

Requirements
and Barriers To
Implementation

video programming services, digital telephone
service, and high-speed Internet access service.

WIRELESS

Wireless technology consists of cellular phone,
paging, personal communications services,
high-frequency radio, unlicensed wireless and
other commercial and private radio services.

WIRELINE

Over 1,000 companies offer wireline, facilities-
based communications services in the United
States. Wireline companies serve as the
backbone of the Internet.

SATELLITE

Satellite communications systems deliver
advanced data, voice, and video

-

communications, transmitting data from one \x.,
point on the Earth to another.
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Senior Cyber Security professional passionately
working with multiple stakeholders and customers
building practical combinations of installed and
innovative technologies that ensure security and
reduce unplanned interruptions and down-time.
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PBS Dlstrlbutlon Operatlons

Cyber Security priorities:
- Protect the integrity and availability of the content
- Maintain the availability of the production systems (media preparation, transfer and playout)
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